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CMMC Consulting & NIST Assessments

Protecting US Government Supply Chains

US defense and government suppliers need to meet
security mandates, depending on the federal contract
under which they are working or bidding.

P Cybersecurity Maturity Model Certification (CMMC)
P> NIST SP 800-171

Impacted organizations include subcontractors working
for prime contractors or other subcontractors.

— NIST 800-171 (first published June 2015)

Provides guidance as to how Controlled
Unclassified Information (CUI) should be accessed,
shared, and stored in a secure fashion

— CMMC (first published January 2020)

A unified cybersecurity standard created to
increase the security posture of the Defense
Industrial Base (DIB)

GET READY FOR CMMC

The Department of Defense is gradually transitioning
from the NIST 800-171 mandate to the CMMC
framework. By October 1, 2025, all new DoD contracts
will require compliance with CMMC.

Depending on the level of CMMC to which you need to
comply, you can either self-attest to compliance or you
may require an assessment by a CMMC Third Party

Assessment Organization (C3PAO) or the government.

Corserva can assist you with self-certification or prepare
you for an outside assessment.

COMPLIANCE SERVICES

Corserva provides consulting services to identify gaps
in security within your organization. Once gaps have
been identified, we can perform remediation services to
improve your organization’s alignment with the security
control requirements.

v CMMC readiness
NIST 800-171 assessments and validation

Technical remediation of network gaps and system
gaps

Development of Policies & Procedures
documentation

Creation of System Security Plans (SSP) and Plans
of Actions with Milestones (POA&M)
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Customized security programs

CORSERVA IS A CMMC-AB RPO

Corserva can advise companies in their preparation for
a CMMC assessment.

Corserva is a CMMC-AB Registered Provider
Organization™ (RPO) and we are listed on the
CMMC-AB Marketplace.

As an RPO, Corserva is authorized
by the CMMC Accreditation

Body (CMMC-AB) to provide pre- SIS
assessment consulting services to .
government contractors and other
Organizations Seeking Certification
(OSC).



https://www.corserva.com

CMMC Consulting

Corserva has created an easy process to enable you to
either self-certify or prepare for a CMMC assessment.

As part of our CMMC consulting services, we follow
these steps:

1. Assess and validate the relevant requirements of
CMMC you will need to meet.

2. Perform an “as is” gap analysis to assess the
maturity of security controls in your organization.

3. Create a list of remediation steps to be taken to
meet CMMC compliance.

The end deliverable to you is a clear set of corrective
actions to take to comply with CMMC.

e ABOUT CORSERVA

You gain an advantage when leveraging the
compliance services of Corserva because we
have the expertise to make specific technology
recommendations.

This translates to cost savings for you since we

can guide you in how to remediate issues identified
during an assessment in the most cost effective way
possible.

In contrast to financial auditors, Corserva has the
required skillset to perform technical remediation
and create the required security documentation.
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NIST Assessments

Corserva provides NIST assessments to US defense
suppliers and subcontractors. For each of the 110
requirements in NIST 800-171, we will rate your
company as Implemented, Not Implemented, or Not
Applicable.

To be eligible to participate in DoD contracts, suppliers
provide evidence of compliance with NIST 800-171

to the subcontractor or prime contractor with whom
they are working. This evidence can include formal
documents such as System Security Plans (SSP) and
Plans of Actions with Milestones (POA&M).

In addition to performing NIST assessments, Corserva
can create SSPs and POA&Ms for you, as well as
perform remediation identified during an assessment.

v CMMC-AB Registered Provider Organization™
(RPO) listed on the CMMC-AB Marketplace

Vv Since 2015, performing NIST assessments
for companies who need to comply with
NIST SP 800-171

+ 30+ year history providing technology services and
IT consulting to Fortune 1000 and the SMB market

V' Serving clients with compliance needs in multiple
industries including aerospace, manufacturing, fleet
management, staffing, finance, banking, healthcare,
legal, and more

100 Technology Drive, Trumbull CT 06611
8251 Presidents Drive, Orlando FL 32809

(855) 330-3976
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